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“A significant portion of network 

downtime, approx. 80%, is attributed

to Physical Layer Connections.” 
Sage Research

Layer 1 – Physical Layer
Design and Implement a Robust Physical Layer



Overvågning og diagnose
Hvad er forudsætningen? 

PROFINET Installation 

Guideline!

http://www.profibus.com/download/installation-guide/

http://www.profibus.com/download/installation-guide/


Overvågning og diagnose
Hvad er forudsætningen? 

Brug…  
Managed Switches!

Brug…
industrielle kabler og stik



Layer 1 – Physical Layer
Design and Implement a Robust Physical Layer

• Environment Classification - MICE
• More than cable

• Connectors
• Patch panels
• Cable management (& labeling)
• Noise mitigation

• Bonding, Shielding and Grounding

• Standard Physical Media
• Wired vs. Wireless
• Copper vs. Fiber
• UTP vs. STP
• Singlemode vs. Multimode
• SFP – LC vs. SC

• Standard Topology Choices
• Switch-Level, Device-Level and Hybrid

Cable Selection

ENET-WP007

Industrial Ethernet Physical 

Infrastructure Reference 

Architecture Design Guide

ODVA Guide

Fiber Guide

ENET-TD003

http://www.panduit.com/Solutions/IndustrialAutomation/index.htm
http://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00148R0_EtherNetIP_Media_Planning_and_Installation_Manual.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td003_-en-e.pdf


Overvågning og diagnose
Design efter standarder.
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Logical Framework
Converged Plantwide Ethernet (CPwE)

Physical or Virtualized Servers
• FactoryTalk® Application Servers 

and 
Services Platform

• Network & Security Services –
DNS, 
AD, DHCP, Identity Services (AAA)

• Storage Array

Remote 
Access
Server

Physical or Virtualized Servers
• Patch Management
• AV Server
• Application Mirror
• Remote Desktop Gateway Server

Distribution
Switch Stack

HMI

Cell/Area Zone - Levels 0–2
Redundant Star Topology - Flex Links Resiliency

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Cell/Area Zone - Levels 0–2
Linear/Bus/Star Topology

Autonomous Wireless LAN
(Lines, Machines, Skids, Equipment)

Industrial
Demilitarized Zone

(IDMZ)

Enterprise Zone
Levels 4-5

Rockwell Automation®
Stratix 5000/8000

Layer 2 Access Switch

Industrial Zone
Levels 0–3

(Plant-wide Network) 

Core
Switches

Phone

Controller

Camera

Safety 
Controller

Robot

Soft 
Starter

Cell/Area Zone - Levels 0–2
Ring Topology - Resilient Ethernet Protocol (REP)

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

I/O

Plant Firewalls
• Active/Standby
• Inter-zone traffic segmentation
• ACLs, IPS and IDS
• VPN Services
• Portal and Remote Desktop Services proxy

Safety
I/O

Servo
Drive

Instrumentation

Level 3 - Site Operations
(Control Room)

HMI

Active

AP

SSID

5 GHz

WGB

Safety
I/O

Controller

WGB

LWAP

SSID

5 GHz
WGB

LWAP

Controller

LWAP

SSID

2.4 GHz

Standby

Wireless

LAN Controller 

(WLC)

Cell/Area Zone

Levels 0–2

Cell/Area Zone

Levels 0–2

Drive

Distribution
Switch Stack

Wide Area Network (WAN)

Data Center - Virtualized Servers
• ERP - Business Systems

• Email, Web Services

• Security Services - Active Directory (AD), 

Identity Services (AAA)

• Network Services – DNS, DHCP

• Call Manager 

Enterprise

Identity Services

Identity Services

External DMZ/ 
Firewall

Internet

Access
Switches

Access
Switches

Scalable, Robust, 
Secure and 
Future-Ready 


