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Introduction

The purpose of this whitepaper on quantum technology is to inspire Danish companies to

start exploring what quantum technology can mean for their specific business.
P g q qy p

Many companies consider quantum technology to be something far in the future,
something they don’t need to engage with in the short term. However, this is a wrong
consideration. Already now companies have been able to simulate and optimize complex
problems with quantum software on classical computers, and others have bridged

quantum and classical computer hardware by hybrid solutions.

In addition, quantum technology is not plug and play — you will face many new concepts,
and you will need insight and time for preparation to make the analyses of the potential
benefits of quantum technology for your company. Therefore, it is important to start

already now.

Several companies look on quantum technology. The potential for growth and
development is great and the number of investments is on a level, where not only big
companies, but also more and more SMEs are investigating the possibilities. The aim of
this white paper is to secure that much more companies than today will take interest in

and catch the possibilities in this topic.

This white paper gives the reader an overview of the possibilities in quantum technology
for your company right now. Further, the white paper has the ambition to set quantum
computing in perspective with other technologies, such as chip technology, classical high-

performance computing (HPC), Machine Learning and Artificial intelligence (Al).

This white paper is financed by the Danish Business Authority as part of the Danish
Governments business-oriented quantum strategy and is written by partner Tom

Togsverd, Indesmatech ApS.

| thank collegues among members of the Confederation of Danish Industries DI and the
Danish Quantum Community DQC.

Herlev, 11. December 2024. Mail: tto@indesmatech.com
Tom Togsverd, partner, Ph. D. Phone: +45 2068 3343
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1. Why be interested in quantum technology now?

Quantum technology is based on quantum mechanics, which describes how the smallest
particles behave, and quantum mathematics, which is based on probability theory.
Quantum technology is an "enabling technology" that typically needs to be combined
with other technologies to solve a relevant problem, much like IT. Quantum technology is
expected to impact most Danish companies because it has the potential to solve
optimization problems that could not previously be solved, or to solve them faster and

better. It can also be used to model chemical and biological processes at the atomic level.

Quantum technology is often divided into three categories: quantum computing,
guantum sensors, and quantum communication. In this white paper, we will primarily
focus on quantum computing. Quantum communication will be briefly addressed in the
section on quantum and cybersecurity. The physical quantum computer is not yet fully
developed. For example, the Niels Bohr Institute expects to have a universal quantum
computer ready in 10 years, according to reference 1. Similarly, roadmaps from global
tech companies such as IBM, Quantinuum, Google, and others indicate that it will still be
several years before their hardware can match today's HPCs (references 2, 3, and 4). The
consulting firm McKinsey estimates that the major benefits of quantum computing will not

become apparent until 2035 (reference 6).

Nevertheless, the same tech companies, as well as others like lonQ, Rigetti, and D-Wave,
already offer quantum solutions for specific problems (references 2, 3, 4, and 5). Although
the "real" quantum computers are not fully developed, they can perform smaller
calculations, and providers offer hybrid solutions where quantum calculations are
combined with classical computing services. Solutions that can create added value can
therefore already be delivered. Furthermore, quantum algorithms can be run on classical
computers for simulation and optimization, which in some cases have provided tangible

benefits for the companies involved.

It's important to get started.

It is possible to achieve benefits now - even though quantum hardware is not fully
developed. Danish companies should therefore initiate a "quantum check," that is, an
analysis of the company's core tasks and whether quantum algorithms are suitable for
improving their current analysis, simulation, and/or optimization tools. The Danish
companies Drsted, Energinet, Jyske Bank, TDC Net, and Novonesis have all assessed

whether quantum technology could be applied in their operations, and in several cases,
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the mere analysis of whether quantum computing can enhance analysis and calculation

results has led to improvements in existing algorithms.

The company D-Wave (ref. 5) and major cloud providers like IBM, Microsoft, and Amazon
already offer computational capacity on early quantum computers of the NISQ type
(Noisy Intermediate Scale Quantum), allowing companies to start practicing quantum

computing.

Quantum algorithms and hybrid solutions

Until quantum hardware is fully in place, hybrid solutions can be used, where an
optimization problem is divided into several sub-tasks. The part where a quantum
algorithm can accelerate the solution is calculated on the quantum computer, while the
other parts are calculated on a classical computer. A quantum algorithm provides an
advantage when the number of processing steps in a quantum computer grows slower
than the number of processing steps in a classical computer solving the same task. All the

major cloud providers offer such hybrid solutions.

Quantum algorithms can also be used on classical computers. There is software that
makes a classical computer emulate, i.e., behave like, a quantum computer. In this way,
calculations and simulations can be carried out as they would be on a future real quantum
computer. In other words, one can practice quantum technology on a conventional
computer and thus be prepared to fully transition to a quantum computer when it is
ready. At the same time, it has been shown that better results can be achieved than with

classical computer algorithms.

Quantum algorithms on classical computers have been used by Fujitsu together with
KPMG (ref. 7) as well as by Danish researchers at ITU (ref. 8) and SDU (ref. 9 and 10). By
using these quantum algorithms on classical computers, complex problems such as
logistics optimization, predicting the price of financial products, and screening for liver

fibrosis have been optimized.

Several companies have already achieved benefits in the form of better route planning
(e.g., a telecommunications company), more efficient network planning (e.g., a taxi
company), setting prices for freight rates, energy, and financial transactions in real-time,

and by simulating molecular processes in a more realistic manner.

So, if one considers themselves a data-driven company where data is intended to be

translated into operational actions or sharper prices, there are gains to be had with a



Indesmatech 11. december 2024

quantum check - whether the path to it goes via a classical computer with quantum

mathematics, a quantum computer, or a combination thereof.

Cybersecurity

All companies can be affected in the short term by quantum technology due to the risk it
poses to their cybersecurity. Already 30 years ago, the American computer scientist Peter
Shor developed quantum algorithms that can be used to break our traditional RSA and
ECC encryption, given access to a sufficiently powerful quantum computer. Now, as such
quantum computers are nearing reality, the situation calls for new encryption tools, new
hardware, and new system solutions. Even though it may take 5-10 years before a
quantum computer can execute Shor’s algorithm, securing data and communication will

become a must for all companies.

Potential as a Supplier

For many companies, there are significant business opportunities in being a supplier to
the quantum industry, both as a supplier of components and subsystems for the
construction of quantum computers and quantum-secure communication, and as a

developer of software for calculations and simulations.

2. What is quantum computing?
Already in the 1980s, physicists such as Richard Feynman (ref. 11) formulated the

hypothesis of a quantum computer. Feynman realized that classical computers had
limitations when it came to simulating complex physical systems that describe the
fundamental structure of nature. He proposed that a computer based on quantum

mechanical principles could be more efficient at simulating these systems.

Such a computer would be able to utilize both superposition (see below) and
entanglement, which classical computers cannot, to simulate naturally occurring systems.
Entanglement describes the state where two or more quantum particles are connected in
such a way that their quantum states can no longer be described independently of each

other, even when the particles are separated over large distances.
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Qubits

In the quantum world, traditional bits, which are known to take on the value of O or 1, are
replaced with qubits (quantum bits). A qubit has a geometric interpretation as a unit
sphere in 3D with a vector from the center to the edge, touching the sphere in its state

(the vector that can describe it).

Mathematically, the state of a qubit can be described as a linear combination of 0 and 1,
i.e., al0> + bl1>, where the factors a and b are complex numbers. This linear combination

is the state of the qubit.

When measuring the state, the result becomes 0 or 1; however, until then, calculations are
made with the probabilities of the result being 0 or 1. On a group of qubits, logical
circuits are constructed with gates that can transform the qubits from one state to another,

just like machine code on a classical computer.

With the use of gates, a qubit can be brought into superposition, where the qubit's value

is unknown, but only the probability distribution of whether itis 0 or 1 is known. Likewise,

qubits can be entangled, meaning 2 or more qubits become correlated, i.e., form a single
system. So if one measures one of the entangled qubits, the others take on a fixed value,

which is not necessarily the same, but means that one knows their value, regardless of

whether they are brought far apart (ref. 11).

Another distinctive feature of qubits is that if you measure the value of a qubit in
superposition, the state changes from superposition to the state the qubit had at the time
of measurement. By using qubits and gates, certain types of complex tasks can be solved
much faster because the quantum mechanical properties of linearity and entanglement
are superior to classical computers, and because the algorithms are much more efficient

(ref. 11). The difference between bits and qubits is illustrated below.
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Quantum and classical calculations
Start state Application of logical gates End state
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A classical (ordinary) computer computes by executing logical gates on bits that either

have the value O or 1. In the figure, you can follow the individual bits from left to right and
see how the different gates change the bit values based on the given input values. Finally,

the result of the computation is read: two bits with the value 0.

Start state 1-qubit-gates Multi-qubit-gates Measurement

10) 1
1) 1
0) + [1) 0

V2

A quantum calculation proceeds according to the same principle, but instead of just the

values 0 and 1, qubits can assume so-called superposition states, which are mixtures of 0
and 1. In the figure, the two upper qubits start in the states (written with a vertical and
broken line) corresponding to the classical 0 and 1, while the lower one starts in a
superposition state. In the figure, a series of gates are first executed, which manipulate
individual qubits. For example, H is the so-called Hadamard gate, which changes 1 into a
superposition of 0 and 1. Next, multi-qubit gates are executed, which can entangle
qubits, a purely quantum mechanical phenomenon. Finally, the value of the individual
qubits is measured, which gives either O or 1 with a certain probability. The strength of a
quantum computer lies in its ability to manipulate superposition and entangled states,

which do not exist in a classical computer.

Figure 1: Quantum and classical calculations. Source: 'What can we calculate on a quantum computer
today?' by Nikolaj Zinner et al. (ref. 12)
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The physical quantum computer

Around the world, there are massive experiments being conducted in quantum
computing companies and research institutions to develop future quantum chips, or
QPUs, which aim to contribute to the realization of the ultimate goal of a universal
quantum computer. The microchip industry is highly standardized in terms of chip design,
making it more efficient to produce and use chips for end-users. The chips intended for
the quantum industry build on knowledge from traditional chip designs; however, the
development of quantum chips is largely uncharted territory, meaning that companies are
working at a fundamental research level when developing chips for the quantum industry
on various platforms such as superconducting qubits, ion traps, topological qubits,
trapped ions, neutral atoms, NV centers in diamonds, photonics, and spin qubits, as per

reference 11.

Superconducting qubits require that chipsets and setups be cooled down to milli-Kelvin
(minus 273 degrees Celsius) in part to achieve superconductivity and in part to avoid
electromagnetic noise. This cooling is done with different types of helium. In contrast, ion
traps, neutral atoms, and photonic qubits can operate at room temperature. However,
many qubits are not stable: some change character, others have a short lifespan. The
result is many errors. The different types of qubits have very different error rates:
superconducting qubits are very noise-sensitive, while qubits based on atoms and ions
are more robust. Error correction is precisely a barrier to the development of usable
quantum computers. The many errors mean that one must distinguish between physical
and logical qubits, where physical qubits are the actual number of qubits in the processor.
Logical qubits are established by using error correction algorithms to "weave" many
physical qubits together so that they collectively form a qubit that can participate in an
algorithm.

For quantum computers, developing error correction algorithms is crucial to their
functioning. It requires a lot of classical computing power to process the data produced
by these error correction algorithms; however, companies like IBM have developed
solutions where error correction takes place in chipsets close to the quantum hardware, as
per reference 13. Regardless of how error correction is implemented, many cloud

providers will offer close interaction between classical and quantum hardware.

In Denmark, the Niels Bohr Institute is developing a quantum computer with support from

the Novo Nordisk Foundation, and Microsoft is also building a facility in Lyngby.
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Quantum computer technologies

Currently, there are many different technologies for developing quantum computers. The

fundamental difference lies in the methods used to create qubits and how stable they are.

Superconducting: More than half of the world's quantum computers are based on
superconducting technology as described above, including quantum computers from
IBM, Google, and Rigetti. The advantages of this type of computer are high speeds and
large capacity. However, there is a high degree of instability and many errors, which

reduce the effective computing capacity (ref. 14).

In the so-called Trapped-lon technology, qubits are created via hyperfine electronic
ground states in ions, where lasers can change or link the status of individual qubits (ref.
15). This technology does not require cooling and has significantly fewer errors. However,
processing on this platform is more expensive and slower. Next year, 30-50 logical qubits
can be delivered. lon-trapping is used by companies such as Quantinuum, lonQ, Oxford
ComX, and UniversalQ (ref. 11).

Topological qubits: Microsoft is developing a variant of a superconducting quantum
computer, namely a so-called topological, fault-tolerant quantum computer, where the
quantum states used in the computer are less sensitive to noise, resulting in increased
stability and longer qubit lifespan. However, development is slower than that of

competitors (ref. 16).

Neutral atoms are another variant that uses a so-called optical lattice - an optical grid - to
hold atoms during transformation. This method also ensures a long qubit lifespan (ref. 17)

and is used by companies such as QuEra and Atom Computing.

Diamonds: By utilizing so-called nitrogen-vacancies (NV centers) in a diamond, a

paramagnetic qubit is created, which can be manipulated with light (ref. 18).

Photonics: There are also quantum computers based on photonics, i.e., light and optical
components (ref. 19). Both international quantum companies like PsiQuantum and
Xanadu, as well as domestic entities such as DTU and the Niels Bohr Institute, are working
with photonics. Additionally, there are several Danish companies in the field supplying

optical components, as mentioned below.

Spin qubit: The traditional chip industry has also entered the race by developing spin
qubit quantum chips using CMOS methods, familiar from classical semiconductor

factories like Intel, as well as universities such as Stanford and UK universities, which are

10
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working on developing and producing quantum chips based on spin qubits (ref. 11 and
20).

There is fierce competition among the many technologies in play. Some have advantages
in terms of speed and precision, while others have disadvantages such as higher error
rates, but in return, they offer higher capacity. Therefore, the future will, for now, offer a

wide range of different solutions that can meet the diverse needs of the market.

How many qubits are needed?
IBM estimates that today's HPCs can process the equivalent of 100 logical qubits (ref. 2).

Other sources state that to match classical computers with the current quantum
technology, there will be a need for a few thousand logical qubits, i.e., error-free or error-
corrected qubits (ref. 11). To deliver this, it is estimated that superconducting quantum
computers will require around 1 million physical qubits (ref. 11). However, this also
depends on the quality (fidelity) of single and two-qubit gates.

IBM has developed a technology where qubits are packed in a new way, transitioning
from 2D to 3D handling, thereby multiplying the number of qubits that can interact with
each other. According to IBM, with 100 logical qubits and a circuit depth of 100 gates,
today's HPCs can be matched for most tasks (ref. 2).

Currently, IBM and Google can provide quantum computers with more than 1,000
physical qubits (ref. 2 and 3); however, there is still a gap to reach 100 logical qubits.
Others are building quantum processing units (QPUs) with 1,000 qubits. To reach 1 million
qubits, one would need to imagine 1,000 QPUs assembled in a factory hall to match an

HPC computer, which the company PsiQuantum is constructing in Australia (ref. 21).

Roadmaps

IBM has published a roadmap forecasting that the universal quantum computer which is
the ultimate dream for all in the quantum industry will appear in 2029 as shown below:

11
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Development Roadmap

2016-2019 @

1BM Quantum | © 2024 IBM Corporation

2020 @

11. december 2024

18M Quantum
2021 2022e 2023e 2024 2025 2026 2027 2028 2029 2033+
CEINT [ S [ e

Flamingo
(5K)

Flamingo Flamingo Flamingo
(7.5K) (20K) (15K)

Starling
(200M)

Starling
O

Figure 2: IBM's roadmap for quantum computing. Source: IBM

Also, other companies as Google (ref. 3) and Quantinuum (ref. 4) are in front with the

development of physical quantum computers. Google’s Sycamore is offered for data

centers, but not for end customers for the time being. The Quantinuum roadmap is

shown below:

Development roadmap
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Figure 3. Quantinuum roadmap for quantum computing. Source: Quantinuum.

12
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In 2027, Quantinuum is expected to be close to catching up with today's high-
performance computers (HPCs) with 100 logical qubits. Like IBM, Quantinuum anticipates

having the universal quantum computer ready by 2029.

Quantum Mathematics and Software

Quantum mathematics has become a significant and independent research area where
mathematicians have developed algorithms to solve specific problems. These algorithms
are based on probability theory (stochastic processes), where the outcome of calculations
doesn't immediately have an exact result but rather a probability distribution around the
expected result. By conducting many simulations, one can estimate this probability

distribution and thereby approach a result without knowing the exact answer.

Quantum mathematics is highly suited to describe the atomic processes on which the
entire setup is based, and which cannot be precisely described on classical computers.
Quantum computing is therefore relevant for this research and development area, where
chemical reactions, such as in enzymes and catalysis, as well as the development of new
drugs, are modeled with quantum algorithms. It also applies to materials research,
including CO2 absorption in fuel cells and the development of new materials, such as for

batteries, where new materials are analyzed and experimented with.

Already 30 years ago, American researchers (ref. 11) proved that quantum algorithms for
specific tasks are far more efficient than traditional computers, including with Shor's
algorithm. In this field, quantum computers are expected in a few years to be able to
solve complex problems with exponential speed-up in a matter of minutes, whereas with

traditional computers, it would be impossible or take several years.

Other mathematicians like Grover, Deutsch, and Jozsa (ref. 11) have theoretically proven
that quantum algorithms are more efficient than classical algorithms for computations
when scaling the number of variables. For example, Grover's search algorithm provides a
quadratic speed-up, meaning that if a classical computer requires N steps for a search, a
quantum computer using Grover's algorithm can achieve the same with the square root of

N steps.

However, most of these algorithms presuppose the presence of a physical quantum
computer to function. This is also true in principle for the so-called Gaussian Boson
Sampler (GBS), which is used by QPurpose (ref. 9 and 10). GBS requires a series of
photons to be "fired" with random values following a normal distribution, after which the

simulation results form a distribution curve over the expected outcome. QPurpose has

13
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been able to simulate the photon-generated signals on a classical computer, allowing
successful simulation results for a limited number of variables that have been shown to
surpass traditional Monte Carlo simulations. The full benefit of GBS will be realized only

when a physical photon-generator is developed, which DTU is currently working on.

Some build their own algorithms based on QUBO (Quadratic Unconstrained Binary

Optimization) mathematics, described further in ref. 22.

Finally, one can use the cloud providers' own programming languages, most of which also

support Python programming, as noted below.

Summary

The physical quantum computer of the future will take many different forms. Already
today, quantum computers are designed for solving specific tasks, particularly in protein
chemistry and materials research. At the same time, efforts are being made to create the
universal quantum computer that surpasses classical computers; however, its role remains
several years away. Some providers will offer special quantum services, but generally, one
should not view the quantum computer as a replacement for classical computers, but as
an important supplement for performing calculations where there is a need for particular

speed-up, typically in relation to tasks where parallel processing is crucial.

Nevertheless, some quantum algorithms are ready to be applied now - albeit without
exponential speed-up - so there is no need to wait for quantum hardware to be fully
operational. Quantum technology is not just plug-and-play - there are many new concepts
to understand, and analyzing where quantum can make a difference for a particular
company will require insight and preparation. Nonetheless, hybrid solutions have already
been implemented, and the use of quantum algorithms on classical computers has
yielded good results with new ways of computing. Therefore, far more companies should

involve themselves in preparations and quantum assessments.

14
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3. Relationship with other digital technologies

Which role will quantum computing play in relation to existing digital technologies?

Chip technology and High-Performance Computing HPC

The core of all computers - whether in data centers, laptops, or smartphones - is a CPU
(Central Processing Unit) that manages the computer's handling of data, memory, and

calculations.

The graphics card GPU (Graphics Processing Unit) is the component in the computer
responsible for calculating and managing images. The development of graphics cards was
initially driven by the computer gaming industry, which needs to process live images in
real time. Later, machine learning (ML) and artificial intelligence (Al) made graphics cards
particularly interesting because GPUs are exceptionally suited to handle the matrix
transformations associated with solving ML and Al problems, in much the same way as

live images.

In a high-performance computing (HPC) computer, the most efficient CPUs and GPUs are
interconnected in a coherent system, where networks and memory units are optimized to
maximize performance for the specific application in question. The latest HPC systems
connect multiple HPC computers in a network to achieve even greater computational
power. The configuration of HPCs is typically tailored to specific applications, so that
computer games, health applications, and industrial solutions each have their own
architecture. An HPC can increase computational power by several orders of magnitude

compared to a traditional computer.

In Denmark, the Novo Nordisk Foundation and Denmark's Export and Investment Fund
(EIFO) have invested in Nvidia's GPU-accelerated supercomputer DGX SuperPOD. The
HPC system is called Gefion and features Nvidia's top-tier graphics cards, H100, which
perform parallel processing via the fastest networks and use specially developed software
that can be adapted for applications in biotechnology and for debugging quantum

computers

Relationship between chips, HPC, and quantum computing

Quantum and classical computers will become closely interconnected: QPUs will become
a staple in future data centers, just as QPUs in many use cases will need CPUs and GPUs

to meet customer demands.

15



Indesmatech 11. december 2024

Quantum computers and the future of cloud architecture

Quantum computers will likely only appear as standalone installations for special tasks,
but will otherwise be integrated with supercomputer systems, where the quantum
computer calculates specific tasks with exponential speed-up, while the classical
computer processes other parts of the tasks. Additionally, error correction will be a major
challenge. Although error corrections are managed in conjunction with QPUs, Al on HPCs
will continue to be important tools for developing the automatic error correction

algorithms required for quantum computers to function satisfactorily.

Therefore, one should envision an architecture where Al on HPC and quantum computers

work together, such that the quantum computer handles complex optimization problems,

while the HPC contributes to other calculations and error correction, as illustrated in figure
4.

IBM Quantum | © 2024 IBM Corporation

Figure 4. Future architecture: data flows from CPU via GPU to QPU and the opposite. Source: IBM.

Customers will typically access data centers through a cloud provider, where CPUs
manage the data flow through the data center and direct tasks to where they can be best
solved, including to QPUs for tasks that require a special speed-up. From the user's
perspective, this approach combines the best of both worlds: the quantum computer's
unique ability to handle complex calculations with the classical computer's ability to
process large amounts of data. As the stability and capacity of quantum computers

develop, the division of labor will change, gradually expanding the role of QPUs over

16
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time. Supercomputing accelerates the use of quantum algorithms. Just as Al can promote
the development of quantum computing, HPCs in the form of supercomputers can also
facilitate the use of quantum algorithms on classical computers. For example, the
company QPurpose has high expectations that Gefion can contribute to the use of their

quantum algorithms for Gaussian Boson sampling.

Supercomputing speeds up the use of quantum algorithms

Just as Al can advance the development of quantum computing, HPCs in the form of
supercomputers, can also facilitate the use of quantum algorithms on classical computers.
For example, the company QPurpose has high expectations that Gefion can contribute to

the use of their quantum algorithms for Gaussian Boson sampling.

Machine Learning (ML) and Artificial Intelligence (AI)

ML is a statistical and mathematical method for finding correlations in large datasets and
spans a wide range - from classical linear regression models to deep learning and neural
networks, where computations are linked in layers, determined by the specific case and
model choice. Through analysis, correlations between the layers and the parameters
involved in the analysis are identified, as shown in figure 5 below, which illustrates a so-
called multi-layer analysis. Between each layer are weights and biases, which are typically

tuned backward, a process known as Back Propagation.
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Figure 5: Mathematical and statistical analyses sequencies in Machine Learning.
Kilde: “Why Deep Learning over Traditional ML.” (ref. 23)

Machine Learning is about models that can either be formulated, such as with linear
regression, or black box models like deep learning. These models are then used for
predicting future events ("classical machine learning") or for data generation (generative
Al).
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An important aspect of ML is training the algorithms so that, through large datasets and
man-machine interaction, they learn to identify images or other patterns. These could be
faces, sounds, or effects like cars, bicycles, and pedestrians.

Al originally relied on rule-based systems that could perform specific tasks by following
predetermined rules or algorithms without learning from data or improving over time.
However, in today's Denmark and with the EU's definition in the Al regulation, ML and Al
have become synonymous (ref. 24 and 25): "An Al system is a machine-based system
designed to operate with varying degrees of autonomy, and which, after deployment, can
exhibit adaptability by inferring how to generate outputs such as predictions, content,
recommendations, or decisions based on the input it receives, which can affect physical or
virtual environments" (ref. 25). The fundamental point here is that the system has a
degree of autonomy (i.e., not just rule-driven), and this autonomy provides adaptability,
so that based on the input it receives, it can begin to alter its output on its own. A regular
IT system would not do this. For example, an accounting system will not start posting in a
new way by itself because it has received a lot of a certain type of input and/or received

feedback on how the postings went. But an accounting system with Al could do this.

Al can be used for predictions across a wide range of areas, from weather forecasts to
stock prices. The classic example is, of course, the algorithms used by social media,
streaming, and search platforms like TikTok, Instagram, Netflix, Amazon, and Google,
where the algorithms ensure that what is displayed aligns as closely as possible with what

the user expects to see.

With generative Al, the models received an additional boost in 2022, as they are
designed to generate new content in the form of written text, audio, images, or videos.
Generative Al is based on LLM (Large Language Models) and is a special type of Al model
based on the transformer architecture, which Google invented in 2017. It is a composite
of deep learning components, i.e., neural networks smartly combined (ref. 26). Generative
Al can be used to create a short story in the style of a particular author, generate a
realistic image of a non-existent person, compose a symphony in the style of a famous
composer, or create a video clip from a simple text description (ref. 26), or engage in a
dialogue to solve virtually any task across almost all disciplines.

The relationship between ML, AI, and quantum computing:

Quantum computing is excellent for optimizing complex problems when searching in a

high-dimensional space, also known as a grid search. Below are described various
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functions where quantum computing, for the same reason, is expected to make a

significant difference.
Better calculations

Quantum computing has the potential to elevate Al to a new level, significantly increasing
the quality and speed of Al applications. Currently, however, quantum computers have
some limitations in processing large amounts of data. Some applications envisioned to
run on the new supercomputer Gefion may become candidates for execution on a
quantum computer. Fundamentally, it is expected that Al machines like Gefion and
quantum computers will address different types of problems.

Particularly in cases where Al algorithms cannot be formulated mathematically, such as in
economic or meteorological models where it takes a long time to perform complex
simulations, quantum computing has the potential to solve Al problems faster than a
classical computer. In addition to meteorological forecasts, this could include DNA
sequencing, the development of new foods, advanced image analysis for purposes like
healthcare, optimization of commodity trading, or calculations of the properties of

molecules or enzymes.

Due to the quantum computer's ability, in some cases, to deliver exponential speed-up, it
will be possible to consider far more factors compared to classical analyses, and longer
time series can be included in the same calculation. Furthermore, quantum computing will
make it easier to search in a high-dimensional space, meaning where there are many
parameters. For example, meteorological models are extremely slow and computation-
heavy because they simulate many potential developments with enormous detail. Thus,
there is a potential gain in using quantum computing here. In the optimization of energy
and trading systems, it will be possible to include more markets and a larger geography,

achieving not just a sub-optimal result but a more holistic outcome from the calculations.

Also, in optimizing logistics problems, quantum computing can be advantageously used
to simulate processes, thereby ensuring better results. The same applies to staffing plans
and the pricing of financial derivatives in stock and energy trading, where quantum tools

can find a quick solution, even if it may only be the second-best.

In practice, one should imagine an interaction between Al/ML and quantum computing,
where the data-intensive part is executed on the classical computer, while the

optimization/simulation part is handled as quantum computing.
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Validation of Al/ML results

Al/ML analyses reveal correlations and patterns, but not always causality: Why is there a
correlation between the identified parameters, and how many of the parameters are
relevant to include at all? Many Al algorithms struggle to avoid overfitting, meaning that
too many parameters are included in the models, which can make them less relevant for
projections, etc. Here, a quantum computer can more quickly calculate differences in the
results with varying numbers of parameters and thus find the optimal number of
parameters, precisely because the possibilities grow exponentially with the number of

parameters in the model.

Generating Synthetic Data

It is crucial for any Al/ML application to have access to ample amounts of data in order to
train the model effectively. However, success is hindered if such data is not accessible.
Quantum computers can generate vast amounts of data - both randomized, i.e., as
random numbers, and as a result of model simulations. Note that even now, there are
significantly better opportunities to create synthetic data, as generative Al can accomplish
precisely this, although not at the level a quantum computer can contribute.

For example, in the healthcare sector, there has been a lack of test data because using
real health data risks infringing on privacy and thereby violating GDPR regulations. Here,

quantum computers can provide a valuable input to Al/ML.

Al as a Tool for Better Quantum Computing

In addition to quantum computing enhancing Al, the opposite is also true: Al has great
potential to improve the way quantum computers function and are developed. If Al can
provide insights into the mechanisms that result in shorter lifespans or a poor relationship
between logical and physical qubits, quantum computers can perform better. Advanced
Al tools are already being used to predict and correct errors, particularly in

superconducting quantum computers.

Moreover, Al can be used to explain phenomena such as noise and how the next
generation of quantum computers can be shielded from this noise. Finally, this also
applies to the management mechanisms that create and program qubits, where Al

algorithms help ensure capacity and stability.
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Summary

The chip industry continues to evolve, and in future data centers, we will see quantum
technology as an integrated part of future HPCs, meaning QPUs will work in conjunction
with today's CPUs and GPUs. At the same time, HPCs will be able to accelerate the use of
quantum algorithms so that more people can benefit from quantum advancements before
physical quantum hardware is fully developed. Quantum computing has the potential to
accelerate current Al algorithms, allowing users to optimize their models faster and avoid
overfitting. Additionally, in some cases, Al algorithms will become useful tools for

performing error corrections on QPUs.

4. Quantum and cyber security

The future superiority of quantum computers compared to traditional computers
unfortunately also means that it will eventually become possible to break many of the
encryption keys that most people use today. Quantum computers therefore demand that

we secure our data and communication in new ways in the future.

Even though Shor already proved in 1994 that quantum computing has the potential to
break the then-current encryption algorithms, the so-called RSA and ECC encryption keys,
which are still widely used, not much happened on the encryption front immediately. It
was not until 2006 that the European Telecommunications Standards Institute (ETSI) took
the initiative to hold annual Post Quantum Cryptography conferences, where researchers,
authorities, and security companies have developed and presented new encryption
algorithms and concepts for key exchange.

It is assumed that foreign powers and criminals are already storing large amounts of
intercepted encrypted information with the intention of accessing the content at the time
when quantum computers—or Al algorithms—become capable of breaking the
encryption keys. In response to this threat, action can be taken on two fronts:

o Development of better and more secure encryption keys that cannot be hacked.

o Development of new concepts and solutions for secure encryption key distribution,

ensuring that no outsiders gain access to the keys.

More secure encryption keys
The work on post-quantum cryptography (PQC) has been intensified over the last 10

years, and many different solution proposals have been developed and patented. For
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example, symmetric encryption with keys that are twice as long (measured in bits) as the
previous ones has been introduced in mobile phones. PQC is not only about algorithms
but also about systems for key exchange, including whether they are exchanged
simultaneously (symmetrically) and not asynchronously, whether they are dynamic or
static, and to what extent they are hardware-based, for example, with keys embedded in

pairs of boxes whose contents are unknown to anyone.

The American government's security organization NIST has just approved standards for
encryption keys for digital signatures (public key encryption and key establishment), which
will now be implemented in cybersecurity companies' solutions (ref. 27).

Methods for Quantum-Secure Communication

Various methods are being developed for quantum-secure key exchange, also known as
QKD (Quantum Key Distribution), which involves using quantum mechanics in the
distribution of encryption keys. There are several solutions for QKD, including those from
the company IDQ (ref. 28). In Denmark, two different methods for quantum-secure
communication through optical fibers have been developed. One method, developed at
DTU Elektro, communicates using so-called discrete variables (DV-QKD) via a single-
photon source, where only the correct receiver with a corresponding device can access
the encryption key information. In figure 6 below, where Alice wants to send a message to
Bob, Eve cannot eavesdrop: If the photon stream is disturbed, and an attempt is made to
measure the photon, the quantum state changes, revealing the listener, and the
communication automatically stops. This means that no third party can access the

information in the data exchange.
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Figure 6. Quantum secure communication between Alice and Bob. Source: “"Quantum-related Cybersecurity
in Denmark.” (ref. 29).

In the second solution developed by DTU Physics, single photons are replaced with
continuous variables (CV-QKD), which is also based on quantum mechanics. In both cases,
the confidential key information is transmitted through an optical fiber connection, with
end equipment respectively sending and receiving the quantum signals. CV-QKD is used,
among other things, in the EU project EuroQClI, in which Denmark participates,
connecting the State's IT, the Ministry of Foreign Affairs, the Ministry of Defense, and the
Ministry of Business in a secure, closed network (ref. 30). This solution has also been
tested for commercial data exchange in a pilot conducted by DTU, KPMG, and Danske
Bank (ref. 31). The company Alea Quantum Technology, a spin-out from DTU, provides

solutions on this platform (ref. 32).

The current solutions for quantum secure communication are relatively expensive and
technologically immature. Therefore, the market has so far been limited to particularly
vulnerable customers such as governments, defense, police, etc., who have had a
particular interest in being the first with the technology. However, EU regulations such as
NIS2 (National Infrastructure Security), DORA (Digital Operational Resilience Act), and the
EU Commission's recommendation on the deployment of quantum secure communication
in critical sectors and the public sector (ref. 33) are expected to be followed up with new
requirements for critical infrastructure, which is expected to stimulate the market and
thereby contribute to lowering prices to a level where more can participate. Furthermore,
it is expected that some telecom companies will offer quantum secure communication as
a service, which is also presumed to lower the barrier for spreading quantum secure

communication.

Summary

All businesses should consider how they will secure their data and communications in the
future, which at a minimum involves choosing a future encryption strategy and
establishing a strategy for secure key exchange. For critical infrastructure, specific EU

minimum requirements are expected to be introduced on how these areas are managed.
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5. How can Danish companies benefit from
quantum technology?

Danish companies are already benefiting from quantum computing - either as users of the
technology or as suppliers in the quantum technology value chains. Examples of both
user and supplier cases can be found in the publication "16 Danish Quantum Use Cases,"
published by the Danish Business Authority and DQC (ref. 34).

However, many more companies could benefit from quantum technology if they
familiarize themselves with the opportunities to improve algorithms and solutions using

this technology in a timely manner.

Customer Perspective

As previously mentioned, quantum technology is suitable for solving complex problems -
and eventually for describing and optimizing combinatorial problems - i.e., phenomena
where there is an exponential speed-up when scaling the model's variables. This can be
particularly useful for hyperparameter tuning of Machine Learning models in high-
dimensional spaces, for example in the modeling of proteins, drugs, and new materials,
as well as in classic optimization problems within logistics, network planning, and

risk/portfolio optimization.
For companies looking to get started with quantum computing, there are three options:

1. Use quantum software on a cloud-based "real" quantum computer. This allows you
to solve smaller problems and, most importantly, prepare your applications and
algorithms for when the physical quantum computer becomes more capable than it

is today.

2. Use a hybrid solution, where quantum computing solves part of the task, while the
classical computer handles the rest, including integrating the different parts of the

problem.

3. Use quantum algorithms on a quantum-emulated classical computer. It has been
practically demonstrated that, among other things, Gaussian Boson Sampling
simulations on emulated computers have provided involved companies with

advantages over classical algorithms.
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Atomic Processes

Quantum technology is designed to describe and optimize atomic processes, offering
obvious opportunities for companies in chemistry, biotech, pharmaceuticals, and
materials. There are already solutions on the market for quantum simulation of atomic
processes on classical computers. So, these use cases involve quantum technology,
including the use of fermionic systems, but without the use of quantum computing,
according to reference 35. For example, Novonesis has been able to use quantum
technology to describe and simulate enzymatic processes by identifying and modeling
atomic behavior, according to references 34 and 36. Although the same simulations could
have been run on a classical computer, the process has created anticipation of future
quantum benefits. Similarly, pharmaceutical companies have been able to simulate new
molecules as potential candidates for new drugs, according to reference 34. Finally,
quantum simulation of material properties has been the basis for the development of new
battery technologies (ref. 4).

Optimization and Simulation

Even when we move away from the microscopic and expand applications to the
macroscopic level, there are significant potentials for the use of quantum computing in
solving complex problems. It is challenging to find industries and sectors that will not be
impacted by quantum technology; however, from a Danish perspective, one could

mention the optimization and simulation of:

» Route planning/Scheduling for buses, taxis, handicap transportation, road
transport, and shipping.

» Selection of transportation mode for the last stretch to the customer (multimodal
last mile).

» Network planning of telecommunications, electricity, and other forms of wire-based
supply, warehouse location, placement of wind turbines in grids, etc.

e Pricing in a global, multimodal, and complex context, such as rates for freight,
financial trading in stocks, energy, etc.

» Portfolio optimization.
» Staffing plans in complex and dynamic organizations.
o Demand forecasting and market development.

« Securing global supply chains.
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Although a pure quantum computer solution cannot yet solve all problems, hybrid and

algorithm-based solutions can match or, in some cases, surpass the existing approach to

the above issues.

Supplier Perspectives

For many companies, there are also significant business opportunities in being a supplier

to the quantum industry, as illustrated by the examples below, which could inspire others.

Examples of companies that supply components for the global construction of quantum

computers:

NKT Photonics

Quantum Machines

Quantum Sparrow

SiPhotonics

Maybell

Quantum Foundry Copenhagen
Accelink

Topsil

Examples of companies developing software for calculations and simulations:

Molecular Quantum Solutions (MQS)
Kvantify

QPurpose

KPMG

IBM

Qunasys

Examples of companies developing products for quantum-secure communication:

Cryptomathic

Alea Quantum Technology
Dencrypt

Arbit Cyber Defence
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Zybersafe
Trifork

Partisia
GlobalConnect
TDC

IDQ

6. How to Get Started?

Perform a Quantum Check

Companies should prepare themselves, which can be done by conducting a quantum

check. Most will do this in collaboration with a consultant; however, in principle, one can

carry out the preparatory work independently.

Analyze Your Business

List your core challenges.

Identify the areas where quantum technology has the potential to make a
difference—whether because your analyses occur at the atomic level, your
challenges represent an exponential speed-up, or simply because they cannot be

solved with the tools you have today.

Check your current algorithms and IT solutions.

Get Quantum Ready

Are you aiming for short-term or long-term gains?

Will you practice on "real" quantum hardware, or will you use quantum software on

an emulated classical computer?
Which platform will you choose?

Will you "do-it-yourself," or seek professional assistance from a consulting firm that
can also critically examine how existing data sources are used and whether

algorithms are up-to-date?
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Selection of Quantum Platform
Programming Languages
There is no universal quantum programming language. However, several major cloud

providers have developed programming languages and other tools that match their

respective cloud environments. For many, this is an easy way to get started (ref. 11).

IBM has developed the Open-Source programming language Qiskit. IBM offers
customers the ability to program and execute tasks on their quantum computers, where
one can purchase Quantum-as-a-Service. Qiskit is the most widely used language for

quantum algorithms.

Google has developed a similar programming language, Cirqg, which is also Open Source

and available to everyone.

Microsoft offers a quantum development kit based on the programming language Q# for

quantum solutions on their Azure platform.

Rigetti is also in the game with the programming language Forest, and Quantinuum,

Xanadu, among others, offer their programming languages as well.

For users of the popular programming language Python, quantum computing libraries,
also known as packages, have been developed, making it easy for those familiar with

Python on classical computers to work with (ref. 11 and 37).

Cloud Solutions

Quantum computing can practically be accessed via a cloud provider, where quantum
calculations serve as a special service supplementing the classical cloud services. In
addition to selling a quantum computer installation, IBM offers cloud services to its
customers. At Amazon Web Services (AWS), quantum calculations can be purchased with
different numbers of qubits and based on various technologies, allowing differentiation in
capacity, speed, and price. Similarly, Microsoft offers calculations on its quantum platform
Azure Quantum. Finally, Google has developed its quantum platform based on the
Sycamore chip, which is only offered through other data centers. D-Wave offers a variant
of quantum computers called the "quantum annealer.” It is not a gate-based platform,

but despite this, many have achieved good results.
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