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IDENTIFICER

Styring
Risikovurdering

Aktiver

BESKYT

Mennesker

Processer
Teknologi

OPDAG

Hændelser
Overvågning
Alarmering

REAGER

Overvågning
Alarmering
Reaktion

BEHANDL

Beredskab
Kommunikation

Forbedringer

Kilde: NIST Cybersecurity Framework

Opportunistisk angreb

Målrettet angreb
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Identify  Protect    Detect  Correct    Governance

- Pro activity  - Security by design - Deep Discover Analytics

- Shadow IT detection - Deep Security (server) - Maturity 

- Process Maturity 

- Data Loss Prevention (DLP - share of 

data)

- Extended Web filtering - Data Leakage Detection 

- Next G Firewall - Business continuity plan

- Security Incidents and threats - Cloud APP Security

- Contract Management - 2 factor authentication - Process Maturity - Vendor management

. Asset Management

- Advanced endpoint protection  

(Intrusion Prevention)

- Enterprise Immune System (machine 

learning - advanced IDP)

- Risk register roll out (only partly cyber) - VPN from unmanaged devices removed -Risk Management

- Exchange in the cloud

- Improved patch management

- Local Admin Rights Removed - Advance Threat analysis (use behavior) 

- Mobile Device Management

- Improved situation management 

(incident response)

-Digital Compliance & Security Officer 

- Training

- Log inspection 

- New test of IT DRP

- Updated IT Disaster Recovery Plan

Risk register tool - Web reputation (PC) - Intrusion detection 

Solarwinds (network management) - Patch Management - Management of physical security

AD user management incl. role & rights - Secure remote access - ICT Security Meetings (organisation)

SCCM (application distribution) - Endpoint antirus & malware protection - Awareness folder 

SCOM (server management)

- Gateway Antivirus & malware 

protection - Logging of network activity - Test of IT DRP - Policy Awareness Guidelines 

License Management / SNOW - Network protection (Firewall ) - Logging of incidents - IT disaster recovery plan (preparation) - IT Security Policies (rewrite)

06062016 = recommend level in Nilfisk (Industrial Company) 

 Roadmap and planning overview of Cyber Security Initiatives 2016-2018 
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1. Hvad vil du beskytte?

2. Hvor mange penge har du til sikkerhed?

3. Hvordan bruges de bedst?

4. Hvad vil du gøre når du bliver ramt?



Kan vi lære noget af andre former for beredskab?
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FAST STRUKTUR OG KLART KOMMUNIKERET

ERFARINGER SKABER CHECKLISTER



IT Beredskabsorganisationen
Struktur i kaos

Aktivering Kontrol Løsning Lukning Efterbehandling



Beredskabet - illustreret



Action cards
Eksempel på agenda





DU ER EN DEL AF DANMARKS CYBER FORSVAR
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