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An offshore windfarm
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Export cable
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Walney Extension 659 MW – Onshore Substation (Heysham, Lancashire, UK)
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Walney Extension 659 MW: Z04 Offshore Substation (Irish Sea, UK)
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Walney Extension: Wind Turbine Installation (Irish Sea, UK)
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OT Systems in a Windfarm
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IT vs OT
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IT is dynamic

IT: Data is king

IT: Confidentiality is priority #1

IT: Patch Tuesdays

OT is deterministic

OT: Process is king

OT: Control is priority #1

OT: Patch…decade?



The architectural design
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Ørsted Architecture
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Ørsted Architecture
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Ørsted Architecture
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Network Deliveries
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Ørsted Architecture
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Substation Control System
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Substation Control System
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Ørsted Architecture
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Wind Turbine SCADA
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Wind Turbine SCADA
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Typical design of the OT-network in a Substation Control System
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Onshore Offshore



Typical design of the OT-network in a Substation Control System
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Onshore Offshore



Typical design of the OT-network in a Substation Control System
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Onshore Offshore



SCS Network seen from the HMI
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Simplified solution to the problem
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Onshore Offshore

L2 networks are 
limited by 
introducing 
routing

Primary protection is not 
depending on network 
protocols



Security Requirements
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Ørsted Information Security

Internal 
Requirements

&

IEC 62443

Europe:

EU NIS

US:

NERC-CIP

Taiwan:

CIP&CIIP



Requirements for networks (and other OT systems)
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NERC CIP as an example
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NERC CIP as an example
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Baseline for netstat and task list output
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Fines under NERC CIP

– Violations of the NERC-CIP Standards  

– Are discovered via:

– SR = Self Report SC = Self Certification CA = Compliance Audit SPC = Spot Check CI = Compliance Investigation

– Real Life Example

– Violation of Multiple CIP standards 

– Company: Unidentified Registered Entity (URE)

– NERC Regional Entity Comment:

” The root causes of these violations were cultural issues that resulted in URE management’s 

lack of awareness, engagement, and accountability for CIP compliance” (29.02.2016)

– Original Penalty Amount: Undisclosed

– Agreed Settlement: $1.7 million

– Source: http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_CIP_FinalFiled_NOC-2463_Full_NOP_Settlement_REV.pdf
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http://www.nerc.com/pa/comp/CE/Enforcement Actions DL/PUBLIC_CIP_FinalFiled_NOC-2463_Full_NOP_Settlement_REV.pdf


Automation

Network inventory is
automatically gathered using 
the ANSIBLE framework.

1 2 3
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Automated Test of the network 
with custom scrips written in 
python

MS Word document is generated
with recommended actions.



Network virtualization
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The Ørsted Way 
Let’s create a 
world that runs 
entirely on green 
energy

Q&A


